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Abstract

Cloud computing technology is a rapidly growing field of study, which relies on sharing computing
resources rather than having local servers or personal devices to handle applications. Most of the
growth in this field is due to transfer of the traditional model of IT services to a novel model of cloud
and the ubiquity of access to electronic and digital devices. Cloud computing posed a critical risk and
challenges to digital investigators, but provides plenty of opportunities to investigators for improving
the digital forensics. Moreover, cloud service providers and customers have yet to establish adequate
forensic capabilities that could support investigations of criminal activities in the cloud.
Notwithstanding the cloud presents some promising technical and economic benefits, users still resist
to use cloud mainly due to security issues because it poses a challenge in doing cloud forensic
investigations. Regarding this some research has been done, which propose solutions in doing forensic
investigation. In this review paper, we take the first step towards reviewing the cloud forensics works
that have been done by other researchers, and then do some discussion and analysis based on our
findings to consider the opportunities and challenges confront the cloud forensics based on our
findings.
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1. Introduction

The internet has travelled from the concept of parallel computing to distributed computing, grid
computing and recently to cloud computing. Cloud computing has become one of the most
controversial issues in information technology field that cause to shift many organizations toward
transferring their data to the cloud as it presents many promising technical and economic benefits.
Google, Microsoft Azure Services Platform and Amazon Web Services are some of the examples of
commercial cloud service providers. Besides, there are some open source cloud systems such as Sun
Open Cloud Platform and Eucalyptus that impress users to use the cloud more than past [1]. The word
“cloud” originates from telecommunications world when providers started offering virtual private
network. Back in the 1960s, the underlying concept of cloud computing was introduced by McCarthy
[2]; his idea was that “computation may someday be organized as a public utility. Initially before VPN,
telecom companies provided dedicated point-to-point data circuits, which waste bandwidth. Therefore,
VPN services are used to switch the traffic to balance utilization of the overall network, that cloud
computing extends this to cover servers and network infrastructure.

In this Paper, we review some papers on digital forensic, cloud forensics and the associated
challenges that users may confront in a cloud environment. In section 2 in order to conduct research we
evaluate and assess some related papers to undergo research nature and keyword analysis, after that in
section 3, the necessary literature of the cloud computing and digital forensic models and related
challenges will be discussed in order to broaden the reader's horizon of cloud knowledge. Furthermore,
in section 4 we have discussion and analysis part. Finally in section 5 concluding remark shows that for
having a proper implementation in cloud environment we need global standards in cloud to improve
forensics investigator performance.

2. Data Analysis

In order to conduct this research, we collected a total of 47 related papers about cloud forensics to
undergo research nature analysis, keywords analysis and literature review which provides a data
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collection method. This is essential to research as it provides a clear view of some works done by other
researchers in this field.

As demonstrated in Figure 1 research nature analysis shows that the current trends of research
pertaining to cloud forensic is mainly having laid in issues and risks in cloud computing and challenges
that posed in cloud forensic. In this regard some of papers have either two of the research nature. There
is a total of 22 papers mentioning these issues alone which indicate that the awareness of cloud security
issues is increasing through the years of development of cloud computing.
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Figure 1. Research Nature

Papers that demonstrate current forensic procedures and legal approach toward the cloud platform
has the lowest amount of research focus, this might indicate that the current forensic approach has
faced shortcoming against cloud computing. On the other hand, researchers are proposing new
standards, methodologies and framework as well to enhance the capability to perform cloud forensic
that 18 paper of our studied paper regarding this matter. Furthermore keywords represent the general
idea of a paper to the readers per se. As depicted in Figure 2 keyword analysis was done in this
research for identifying the frequency of appearance of certain keywords in the cloud forensic field
among the reviewed papers.
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Figure 2. Keyword Frequency Analysis

Among all of the papers, cloud computing has a match of 21 times out of 47 papers. Digital
forensics and cloud security are close as well standing at 15 and 14 times respectively. In the other
hand, specific keyword such as digital provenance, event regeneration and 16 other keywords have
been discussed just once. The significance of results show the most concentrate of researchers that
given into the general area of cloud forensic instead of a specific one. All of collected papers have been
read and summarized aim to give a comprehensive picture about cloud forensics to readers.
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3. Literature Review

This section explains the concepts of digital evidence in cloud computing, also the risks and threats
that may pose to users by working in a cloud environment. Furthermore, we discuss issues,
opportunities, and challenges in cloud computing and some trust and privacy models for cloud
forensics that categorized them into five groups as follows: security and trust model in a cloud, cloud
forensic issues and challenges, cloud forensic, cloud model and privacy and pertaining risk in cloud
computing.

3.1 Security and Trust Model in Cloud

Apart from a general audit, many related researches produced different models for cloud forensics
in recent years especially in security and trust area. Among the people that using the cloud there also
exists those who are not necessarily expert in the field of computing. The striking problems that
identified are that traditional companies handle all the sensitive data internally and has complete
control over the employees.

In a public cloud environment, data is accessible by privileged third parties, and the users cannot
specify where their data should be located. So, in order to apply some form of control cloud suggests
data encryption. At the start of using the cloud for more risky and sensitive data, one solution for the
company is building their own private cloud. However, the cost of infrastructure is immense, hence a
more feasible option is for the cloud provider to enhance the cost and provide a good secure service.
Apropos of this matter Sato [3] proposes a trust model for cloud as a solution to these problems, which
consists two layers, the internal and contracted layers. Internal trust refers to having a trusted platform
module within the hardware systems; moreover, contractual trust refers to the organization and the
cloud vendor coming to terms and establishing certain documents in the form of a contract.

As stated by Dimitrios et al. [4] relocation to the cloud, has deteriorated the productivity of
traditional protection mechanisms. This being re-evaluated because the characteristic of the cloud
differs from the traditional architecture. So, in order to ensure the confidentiality and authenticity of
data, using a proposed trusted third party recommended; that it can be considered as a security solution
in a cloud to provide a web of trust forming.

In this regard [5] suggests that if the cloud model no be entirely public, vendors can practice some
amount of transparency to sketch what is being done in a particular area. Further, [6] explains the
importance of cloud provider to propose the security policies and the various kinds of issues
surrounding security. Regarding privacy issues, companies are responsible for all its confidential data
even; furthermore, there is a critical flaw of companies that are not familiar with handling the store of
data and control over it. As demonstrated in Figure 3, Chen and Zhao [7] pointed out that the primary
inhibitor for acquiring cloud services is the data security and privacy protection issues surrounding the
cloud, that across seven stages of data life cycle which are data generation, transfer, use, share, storage,
archival, and destruction.

data
generation
destruction transfer

archival use

storage share

Figure 3. Data Life Cycle

Nonetheless, they provide a few security solutions which are currently existed. As enterprise
boundaries have been extended to the cloud, traditional mechanism approaches are not suitable for
applications and data in the cloud. They further highlight the cloud computing security issues.

According to Geethakumari et. al. [8] statement everyone who utilizes cloud computing will not see
the lack of resources as a hindrance to their purposes anymore, but the security issues of cloud
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computing lie ahead. They also claim that cloud forensics emphasize on the accounting of the
Authentication, Authorization and Accounting (AAA) Protocol and are used to analyze, investigate and
reconstruct an event of a cloud attack in order to recover from it as soon as possible. Traditional
method which uses log files and isolate system snhapshot are not enough for the information extraction
process but gave the events a blurred view. They also propose a technique that using a threshold value
as the trigger of a series of snapshot which gives exact details of the changes that made in the system
and indicates the beginning and the end of the attack.

In the paper [9], Ahmed and Raja raise the issues of security model in the cloud when a system
migrates to the cloud environment. In the matter of this case end users or consumers should have a
better understanding or in-depth knowledge of how the environment works in order to protect their
rights properly.

3.2 Cloud Forensic Issues and Challenges

To address these issues researchers [10] have tried to propose conceptual frameworks; however, a
few of them agreed with guidelines when it comes to data acquisition and forensic investigation in the
cloud. They propose an iterative framework which is based on the currently used McKemmish and
NIST that has similar names but the processes that take place are different. They suggest that the
forensic investigators should develop evidence based on framework alongside the existing forensic
practices. Regarding the trust in a cloud environment [11] highlights that for enhancing the trust of
services in a cloud there should be a security based accreditation that covers technology. They also
show that the current usage of SAS 70 (1) certification as an industry standard is only a beginning but
it still is unable to provide the customers with the security features that they require. Stephens and
Stilianos say that aside from end users who benefit from the services offered by cloud service provider,
criminal users will also look into cloud computing to exploit possible loopholes that may exist within
this new design and business model [12]. They claimed that Service level agreements (SLA’s) must be
robust to combat cybercrime. Also they insist that security must be a part of the cloud solution and the
engineers need to focus on the governance, risk and control while including it in the architecture. There
seems to be a trend as the current standards are moving towards understanding the cloud environment
and catering industry standards towards them. [13] stated that despite of utilizing cloud services for
various aims, it can also be abused by users with malicious intents; for example, one could utilize the
cloud service to perform a Distributed Denial of Service attack (DDoS) on other users or on the cloud
itself which would make the services go offline. This is hard to distinguish legitimate content requests
that have malicious intend, but at least the cloud providers can provide resources instantaneously to
expand on the event a DDoS occurs. The cloud is vulnerable to similar kind of attacks as other
applications on the internet and this caused to difficulty in managing it properly. The authors suggest
that the cloud providers should implement strict access controls to prevent unauthorized access of users
that tend to misuse the service and control accessibility to users' data for enhancing the security and
privacy.

Birk and Wegener [14] assert that cloud computing has a great opportunity in terms of technology
and the economy; however, many businesses are still reluctant to migrate their system to the cloud
environment due to the security issues of the cloud and unknown threats. The researchers have
analyzed different environments of the cloud and have suggested solutions to overcome the weakness
of these environments. As a conclusion, the security issues in cloud environment are mostly caused by
the absence of a unified global standard of cloud environment.

3.3 Cloud Forensic

Nowadays, digital devices devices are advancing rapidly, data generated by these devices require an
enormous amount of computational power to analyze them. The concept of ‘Forensic Cloud’ is
proposed and aims to allow an investigator to focus solely on investigation processes. Although the
definition of cloud computing is defined, Svantesson and Clarke evaluate and reveal the risks in cloud
computing from the perspective of consumer and privacy [15].

Regarding a cloud forensics Biggs and Vidalis [16] stated that criminal users posed striking
problems and threats to end users who benefit from the offered services by the cloud service provider.
The attackers will also look into cloud computing in order to exploit possible loopholes that may exist
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within this new concept, design and business model in cloud forensic. They claimed that Service level
agreements (SLA’s) must be robust to combat cybercrime. Further, they indicate to the cross-border
legislation as a significant issue. That due to the many locations of cloud data centers coupled with the
potential for data to be stored across those countries has the potential impact on digital investigator and
their ability to conduct effective investigations. Also they analyze the impact of cloud computing with
respect to forensic investigations and identified that while attempting to be secure, cloud computing is
still not geared towards forensic readiness.ChengYan [17] discussed the threats in the current cloud
environment, which contains data storage issue, personal privacy issue and trust of a Cloud Service
Provider (CSP) issue. He stated that the cloud environment is faced with a cybercrime threat and
needed for digital forensic more than past. Regarding the CSP he asserted that end users’ data is stored
and hosted cloud service provider’s data center; that is to save costs of an enterprise such as equipment
and maintenance expenses. The legal implications on how CSP handles the data handed over by end
users are unclear to some companies and they are the main reasons to designate private cloud for
retaining the benefit of cloud computing. He revealed that cloud environment also faces cybercrime
forensic issue and evidence preservation issue.

Further, he proposed a framework designed with dynamic data monitoring system and data
acquisition and analysis engine in the paper for the cloud environment to tackle these issues as well.

Mason and George [18] explain the flow of control of digital evidence and performing forensic
investigation on cloud computing as the trend. That it has attracted more attention in recent years and
inevitably causes confusion of the current judiciary system, which has not catered for cloud computing.
The researchers clearly demonstrate in the paper on how to perform investigation based on the judicial
system in the United Kingdom and how to obtain evidence from other jurisdictions as well.

As stated by Taylor [19] there are currently no established digital forensic guidelines for
investigating cloud computing systems. He points out some noteworthy issues; for example, the cloud
environment could be backed up and put into the cloud for the investigators if it is necessary to
preserve a computing environment for an investigation. However, the migrated data would only
represent a snapshot of when it was sent into the cloud. The data of cloud could be stored in different
locations. So, the cloud data could be dispersed to a country where privacy laws are not enforced. It is
not easy to establish the chain of custody for such data. A company may not know where the data is
located. It is not practicable to image data from all the “computers” in the cloud.

3.4 Cloud Model

Regarding the cloud model one can be claimed that for evidence acquisition don’t exist any feasible
approach for the cloud computing model except for the 1aaS cloud service model which resembles the
environment of a machine [19]. As shown in the Figure 4 Hong Guo et al. claimed that SaaS and PaaS
are not possible for collecting the system status since they do not provide access to the operating
system commands. They also analyze and investigate the problems posed to investigators in each
forensic investigation stage like identification, collection, preservation, analysis, reconstruction and
reporting. Nevertheless, they proposed a model to address the problem and as well analyzed the
proposed model. They state that there is a need to extend the applications of investigation processes in
the cloud.
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Figure 4. The Cloud Definition Framework

[20] Compares the process of traditional forensic investigations and forensic investigations in the
cloud. They claim that the forensic process should be broken into four distinct steps. Step 1 is to
determine the purpose of the forensic requirement. Step 2 identifies the cloud service model. Step 3
determines the type of background technology used. Step 4 further classified into three areas which are
client side, server side and developer side. In concluding the paper, they suggest the computer forensic
examiners have a broader range of technical knowledge. Instead of proposing a forensic method to
overcome security issues of cloud computing, Lee and Hong proposed a service concept to fully utilize
the computing power of the cloud to facilitate the computer forensic investigation process.

3.5 Privacy and Pertaining Risk in Cloud Computing

Cloud computing often refers to a technical arrangement where users rely on third parties who host
the users’ data on a remote server. As indicated in [22] just a little amount of attention has been given
to cloud computing from the private and legal perspective. As stated by Hou et el. there are obvious
privacy and consumer risks associated with cloud computing and need to be addressed. Remote
forensics or cloud forensics enables investigators to harvest evidence remotely without travelling to the
location and accessing the hard-drives physically

The disparate data on a cloud may belong to multiple data owners while part of the data is irrelevant
to a computer crime investigation. Evidential data may scatter and make the cloning of data will lead to
exposure of irrelevant data to investigator without permission of data owners. If a warrant is presented,
the server administrator can retrieve the relevant information and handing it to the investigator but it
defeats the purpose of confidentiality of the criminal case. To solve these issues he proposes a
technique which utilizes multiple keywords to search for evidential data over encrypted data which
preserve confidentiality of the investigation and just harvest the necessary data for investigation.

In this regard Yan Zhu et al. [23] proposed the notions of proof of retrievability (POR) and provable
data possession (PDP) that audit services are critical to ensure the integrity and availability of data.
They mentioned that a cryptographic technique like PDP can be used to realize audit services. They
also discussed the current issues faced on auditing the correctness of data in a cloud environment. They
said that based on hash functions and signature schemes, the traditional cryptographic technologies for
data integrity and availability cannot work on the outsourced data without a local copy of the data.

In order to implement public auditability they assert that most existing schemes cannot give security
proof against un-trusted CSP’s deception and forgery; however, POR/PDP schemes offer a publicly
accessible remote interface to check and manage data. So, they claimed that in cloud audit services, a
new framework is desirable to enable the security of public verification protocol. For verifying the
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integrity of outsourced storage in the cloud based on cryptographic verification protocol, they proposed
architecture of audit service outsourcing. To evaluate the proposed approach, they also implement a
prototype of an audit system. Their experimental results have validated the effectiveness of the
mentioned approaches and algorithms. The results also show that their system has a lower
computational cost and a shorter extra storage for verification. They proposed architecture of audit
service outsourcing to evaluate the proposed approach, also they perform a prototype of an audit
system. Their experimental results have validated the effectiveness of the intimated approaches and
algorithms. They are convinced that it is vivid that the nature of cloud computing is in direct conflicts
with a digital forensic investigation by knowing the common digital forensic investigation practices
that associated with privacy.

4. Discussion and Analysis

Before getting into the nut and bolts of cloud, studying the cloud forensic issue and any related
papers would also be interesting and recommended. There were several works on analysis of cloud
forensic, social network and virtualized environments [24-30], also in pervasive and ubiquitous
systems some researcher work on this topic [31-35]. With growing usage of cloud several researchers
tried to provide privacy sound models for investigation in these environments [36-40], in addition it is
worthwhile that mention a few papers that work on malware investigation [41, 43]. Finally, there were
models for forensics log protection while considering user privacy in log access occasions and the
privacy and pervasive systems [44- 47] that can lead us to better comprehension of cloud environment.
We identified several issues pertaining to cloud and why there is a growing resistance among major
corporations to adopt the cloud. We then discuss how forensic investigations are currently carried out
in the cloud and the issues associated with them and present an overview of the solutions seem in the
various papers that were reviewed.

4.1 User Resistance to Cloud Adoption

We tried to analyze the various reasons why companies and others were not willing to adopt most
convenient cloud services and arrived at the following findings: We found that cloud providers were
unable to fulfil their customers’ needs when it came to aspect of assuring their capability to provide
security, they focus on making their services convenient while security takes a back seat. Due to this
users feel a sense of insecurity when using their services and do not take the risk of handling sensitive
or mission critical data in the cloud. Another reason is that since the data is stored in multiple locations
and is accessible to various users, sensitive data is processed outside the company perimeter and
bypasses most of the security measures implemented internally. To mitigate this risk encrypting data
are currently used, but one cannot rely on data encryption alone. Another potential solution to this
problem is to have a private cloud, which allows the owner to manage the infrastructure within the
organization and implement sufficient security policies, and trust is still withheld, as the owner would
possess ownership of the data. This multiple user access issue also brings forth another concern.
Further, cloud services are equally prone to constant attacks by cyber criminals. With more points of
attack, these criminals have more access points that can be abused to grant them access to user data.
They can use the same cloud services to initiate further attacks or to distribute, collaborate, share and
store data accumulated from their criminal activities.

4.2 Current Cloud Forensic Investigations

Computer forensics investigations are often carried out by various law enforcement agencies in the
event of cybercrime or other criminal activities. They follow guidelines which list out the procedures
and principles that are required to be followed while dealing with digital evidence. This is necessary to
ensure that the evidence that would be collected in the process would satisfy the legal requirements and
be presentable in court. Investigations in the cloud present a particular new challenge to these forensic
investigators due to its ephemeral nature.

82



Cloud Forensics Issues and Opportunities
Asou Aminnezhad, Ali Dehghantanha, Mohd Taufik Abdullah, Mohsen Damshenas

4.3 Issues during Forensic Investigations Involving the Cloud

We elaborate the various kinds of issues that are posed to investigators in dealing with the cloud
and found that investigating cloud services with the current methods was infeasible to be executed
efficiently. The most prominent issues seemed to be the geographical, privacy and legal constraints that
are faced by the investigators. With investigations involving the cloud, this can be even more
challenging as it includes several thousand virtual machines, multiple servers and a large amount of
cloud users amongst which only one of them is relevant to the case. It would lead to an interruption of
service for other users not involved in the case. The computers are part of the cloud infrastructure and
interoperate within the network without the user’s knowledge. Further, the only identity management
that is done with the lack of physical interaction is commonly usage of user ID’s and password that can
potentially be intercepted and abused by unauthorized users due to the open nature of the cloud. So,
there is a huge void when it comes to tools that are available to support forensic investigators in dealing
with cloud data centers. There is a lot of cross-platform development and a lack of standardization of
infrastructure that makes it difficult to develop these tools for forensic data extraction.

4.4 Summary of Solutions Presented

On reflection, in this part we indicate some solutions that have been presented in the selected papers.

First, we found the solutions that cater to the forensic investigations in the cloud. Cloud vendors
provide infrastructure as a service that include a dedicated forensic server to assist the investigators.
They also provide forensics as a service as the investigators would have to deal with large hard drives.
This service can provide peta-bytes of storage to the investigators to handle multiple images, also help
them crack encryption passwords. One of the frameworks that were proposed had combined the
preservation and identification phases that help data to be preserved; uniqueness of this framework lies
in its iterative step which is required for analyzing a client device as evidence. Another proposed
framework introduced the use of a dynamic data monitoring system, is relevant to the constantly
changing cloud environment, and data acquisition and analysis engine to counter the issues faced with
the cloud. We also found solutions pertaining to individual phases of the traditional forensics
frameworks. For identification phase problems, it was suggested that for Software as a Service model a
feature to check the status of client’s usage and logging. Some interesting techniques were also
discussed like the use of a threshold value in a monitoring system. Next, are solutions to security, trust
and privacy concerns in the cloud, the solutions that were suggested is a secure aware cloud that adopts
a cloud trust model. It has the component of internal trust, which is implemented using the trusted
platform module within the hardware system. In brief, a most of the security problems that arise in
cloud are mostly due to the lack of a unified standard model, which can improve forensic investigators'
ability to perform investigations by proper implementation of global standards.

5. Conclusion

On reflection, the literature indicates the importance of cloud computing and cloud forensics in the
cyber space, advantage and architecture and cloud models. The rapidly expanding cloud and digital
economy may be disrupting many industries, but is also creating great opportunities. Further, the
pervasive models in cloud show that from the cloud provider’s view point the immense data center
structure with low price utilizing commaodity computing, store data and required networking that reveal
the marginal cost of resources that sold, in addition from the customer’s point of view of it would help
users to build a data center. But as mentioned in the analysis section, currently there are no formalized
cloud security standards in place. Also, we found out that investigation phase of cloud forensic has
caused critical problems in the current judicial mechanism since data might be located where different
legislation applies.

Notwithstanding, governments can try to make arrangements to preserve data for the purpose of
investigation across borders, it becomes difficult to decide the appropriate court or legal system to
represent the case. On the other hand, the tool that are available to support a forensic investigation
cannot fully apply to do forensic investigation in cloud forensic. So a proper implementation of global
standards helps to improve the ability of forensic investigators to better performance of cloud.
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